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Abstract
Messaging apps like Signal, WhatsApp, and iMessage use end-to-
end encryption to protect users’ messages against passive govern-
ment surveillance. However, these apps offer limited protection
against targeted attacks: if a user’s device is compromised by spy-
ware, the attacker will gain access to all the user’s messages. Fur-
thermore, messaging apps are often used as an attack vector for
spyware. First, we describe the threat model of encrypted messag-
ing apps, and current defenses against spyware. Then, we propose a
novel approach for hardening messaging apps against spyware us-
ing one-way network device, known as a data diode. We anticipate
this technology will be valuable to journalists, politicians, and other
targets of spyware. Finally, we enumerate obstacles to deploying
our proposed defenses.
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1 Introduction
Governments around the world have extensive intelligence gath-
ering capabilities. Sometimes data access follows a well-defined
process, such as legal requests for data as part of court proceedings.
Other times data access is opaque, as when intelligence agencies
covertly monitor network traffic. Encryption offers a defense of
users’ privacy, even against powerful entities like governments.
For example, messaging apps like Signal, WhatsApp, and iMessage
use end-to-end encryption (E2EE) to protect the confidentiality of
users’ messages. E2EE ensures that only the sender and recipient
have the technical means to read the contents of messages, and
that service providers only have access to metadata about messages.
E2EE is a strong defense against passive government surveillance,
and against legal requests for data. However, E2EE offers limited
protection against targeted attacks: if a user’s device is compro-
mised by spyware, the attacker will gain access to all the user’s
messages. Spyware like the NSO Group’s Pegasus have been used to
target journalists, human rights workers, and high profile public fig-
ures [2–5, 16, 18, 28, 29]. Furthermore, messaging apps themselves
are often used to deliver spyware payloads [3, 16, 19, 31].

In our Related Work (§ 2), we share more details about E2EE
and spyware. Next, we describe the threat model of encrypted mes-
saging apps, and current defenses against spyware (§ 3). Then, we
propose a novel approach for hardening messaging apps against
spyware (§ 4). In particular, we show how a one-way network
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device, known as a data diode, can protect the confidentiality of
messages. We anticipate this technology will be valuable to journal-
ists, politicians, and other targets of spyware. Finally, we enumerate
obstacles to deploying our proposed defenses.

2 Related Work
First, we give a high-level overview of the protocols used by en-
crypted messaging apps (§ 2.1). Next, we describe how spyware can
undermine the security of messaging apps (§ 2.2). Finally, we ex-
plain how one-way networking devices can defend against spyware
(§ 2.3).

2.1 Encrypted Messaging Apps
Secure messaging apps use encryption to protect the confidentiality
of users’ messages. End-to-end encryption (E2EE) protocols ensure
that messages cannot be read without decryption keys, and that
decryption keys are only held by conversation participants. The
Signal messaging app uses the Signal Protocol, and this protocol
has been adopted by other messaging apps, including WhatsApp
and Google Messages. When two parties communicate, the protocol
starts with a key agreement protocol for mutual authentication,
then uses a ratchet algorithm to update shared secret keys as the
conversation progresses [32]. Through these mechanisms, the pro-
tocol provides forward secrecy and cryptographic deniability. The
protocol was recently updated for quantum-resistance, replacing
the X3DH key agreement protocol with the PQXDH protocol, and
adding a third ratchet to the original Double Ratchet algorithm [22].
Apple’s iMessage uses its own protocol [7], which was recently
updated for quantum-resistance and forward secrecy [9, 20]. Al-
though iMessage is not open source, iMessage’s quantum-resistant
protocol (PQ3) was formally verified [11, 33] and its source code
was audited by a third party [9].

2.2 Spyware
Governments are capable of intercepting internet traffic at scale,
but the E2EE protocols used by encrypted messaging apps ren-
der intercepted messages unreadable. However, intelligence agen-
cies can use spyware to access a target’s messages after they have
been decrypted on the target’s device. Spyware uses software ex-
ploits to take over a target’s device [14]. These exploits are often
sent through encrypted messaging apps like iMessage and What-
sApp, and have taken the form of malicious attachments, links, and
calls [3, 16, 19, 31]. Exploits can even take over a device without
user-interaction (e.g., not opening an attachment). After compromis-
ing a device, spyware can steal messages, track the user’s location,
and enable the device’s microphone and camera. The NSO Group’s
Pegasus spyware has been involved in many highly publicized
hacks [12], but other vendors offer similar products (e.g., Cytrox’s
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Figure 1: A data diode built with off-the-shelf network hard-
ware. The Ethernet fiber media convertor on the left sends
data to the convertor on the right. The convertor on the right
physically cannot transfer data in the reverse direction, since
its transmit port is taped over.

Predator [18]), and some nation states develop in-house capabil-
ities. Spyware vendors claim their products facilitate legitimate
crime-fighting operations, but spyware is routinely used against
journalists, opposition politicians, and other members of civil so-
ciety [2–5, 16, 18, 28, 29]. Spyware is not scalable as a form of
mass-surveillance, since the more an exploit is used, the more likely
it is to be discovered and patched. Nevertheless, spyware enables
close observation of particular targets, and may result in a chilling
effect for the wider population.

2.3 Data Diodes
Software-based protections, like sandboxing and malware scanning,
can increase the difficulty of compromising a device, but are insuffi-
cient to stop spyware. In software, there is an inherent asymmetry
between offense and defense: exploits are costly to discover, but the
complexity of modern software ensures there is a steady supply for
those who invest the resources [1, 6, 14]. Intelligence agencies are
aware of this challenge, so they employ physical countermeasures to
protect their own data. For example, cross-domain solutions (CDSs)
are used to limit exchange of data between different security classi-
fication levels [10]. If data is physically prevented from leaving a
device, there is no way for a remote attacker to exfiltrate data. This
can be accomplished using one-way networking devices, known as
data diodes [13, 34]. A data diode is a network device which is only
physically capable of transferring data in one direction. A network
firewall is not a data diode, since a software vulnerability could
compromise the firewall and modify its rules. In contrast, a data
diode should include hardware that only allows data to be trans-
ferred in one direction. For example, using a modified fiber optic
link [10, 35, 37], as shown in Figure 1. These physical properties
allow for guarantees about the direction of data flow [13, 34].

3 Encrypted Messaging Threat Model
In our threat model, we focus on nation state attackers who are
operating remotely, such as foreign governments. Our goal is to
protect the confidentiality of messages in encrypted messaging
apps. The E2EE protocols used by encrypted messaging apps pre-
vent attackers from reading any messages they intercept. However,

Figure 2: The internet-connected device on the left sends data
through a data diode to the air-gapped device on the right.
The air-gapped device has no wireless functionality, and the
data diode physically prevents it from sending data to the
internet-connected device. Incoming messages can only be
decrypted on the air-gapped device, since only the air-gapped
device holds the private key. Although the air-gapped device
can be compromised bymalicious attachments, hackers have
no way to exfiltrate data. Protest photo credit: [36].

spyware poses a significant threat: if a user’s messaging client or
smartphone is compromised, the attacker can exfiltrate data after it
has been decrypted. Spyware can compromise a device by sending
malicious attachments, links, and calls to a target, and can even
take over a device without user-interaction. Since spyware must
be targeted to individuals, messaging apps are a common attack
vector [3, 16, 19], though email and browser-based attacks are also
possible [18, 31].

Currently, protecting a user’s smartphone from compromise is a
prerequisite to preserving the confidentiality of messages. Smart-
phone operating systems offer settings to reduce their attack sur-
face. For example, iOS and Android offer Lockdown Mode [8, 17]
and Advanced Protection [21, 23], respectively. Both features limit
JavaScript acceleration and disable 2G cellular networks, among
other protections. Lockdown Mode trades reduced functionality for
a smaller attack surface, disabling many attachment types in iMes-
sage (e.g., PDFs), and blocking messages from new numbers [8, 27].
This loss of functionality might be unacceptable for some users.
Furthermore, although these settings increase the challenge for
spyware developers, they cannot completely stop spyware. We pro-
pose defenses that reduce the attack surface of messaging apps
without disabling functionality, and which offer protection even if
the smartphone is compromised.
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4 Defending Against Spyware With Data Diodes
Encrypted messaging apps can be defended against spyware by
splitting functionality across two devices. Figure 2 shows a user
interface mockup. The device on the left is an internet-connected
smartphone, which is used to send and receive messages — though
the received messages cannot be decrypted on this device. The
device on the right is an air-gapped device, which decrypts and
displaysmessages. The devices are connected by a data diode, which
allows data to enter but not leave the air-gapped device.

This architecture has two major benefits. First, potentially ma-
licious messages can be opened safely. Incoming messages and
attachments are only decrypted on the air-gapped device, which is
physically prevented from compromising the internet-connected
device. This reduces the attack surface of the messaging client on
the internet-connected device, making it less likely to be compro-
mised by spyware. Second, our Spyware Defense Protocol (§ 4.1)
protects the confidentiality of messages, even if a user’s devices are
compromised by spyware. Incoming messages are encrypted using
a public key, and the corresponding private key only exists on the
air-gapped device. If the internet-connected device is compromised,
incoming messages cannot be decrypted by the attacker. If the air-
gapped device is compromised (e.g., by a malicious attachment),
the data diode prevents exfiltrating data.

4.1 Spyware Defense Protocol
Next, we explain how this feature could be integrated into encrypted
messaging apps, using Signal as an example. In our example, Alice
is using the Spyware Defense feature, and Bob may or may not
have the feature enabled for himself.

Initial Setup: Alice generates a public private key pair on her
air-gapped device. The public key is displayed with a QR code. On
her internet-connected device, Alice enables the Spyware Defense
feature in Signal, and scans the public key’s QR code to register it
server-side as a Spyware Defense public key.

Incoming Messages: Bob composes a message for Alice. Prior to
the standard Signal Protocol, Bob’s client encrypts the message
with Alice’s Spyware Defense public key. Alice’s client receives the
incoming message using the standard Signal Protocol. At this point,
the message is still encrypted with her Spyware Defense public key,
and the corresponding private key only resides on her air-gapped
device. Alice’s client sends the message to her air-gapped device,
which automatically decrypts and displays it.

Outgoing Messages: Alice composes a message for Bob. If Bob
has enabled the Spyware Defense feature for himself, Alice’s client
will encrypt the message with Bob’s Spyware Defense public key
before sending it using the standard Signal Protocol. To protect the
confidentiality of the outgoing message, Alice’s client automatically
deletes the message after sending it to her air-gapped device for
display in the conversation thread.

4.2 Spyware Defense Threat Model
Our proposed feature offers a strong defense against spyware. The
internet-connected messaging app’s attack surface is smaller, since
incoming messages are only decrypted on the air-gapped device.
However, Alice’s internet-connected device could be compromised
through other means (e.g., visiting a malicious website). Encryption

offers a second layer of defense: even if Alice’s internet-connected
device is infected, her private key only resides on the air-gapped
device, preventing hackers from decrypting incoming messages.
Despite these defenses, there are ways to steal conversation plain-
text. First, if Alice’s internet-connected device is compromised, an
adversary could see who she is communicating with and read her
outgoing messages. However, the Spyware Defense feature gives
spyware a limited window to capture outgoing messages, since out-
going messages are deleted from a user’s internet-connected device
after they have been transferred to their air-gapped device. If Bob’s
internet-connected device is compromised, the attacker would gain
access to Bob’s outgoing messages, or the entire conversation if
Bob is not using the Spyware Defense feature. The Spyware De-
fense feature multiplies the number of devices an attacker must
compromise, offering the possibility of detecting attacks using hon-
eypots. Second, if Alice’s internet-connected device was infected
prior to initial setup, an adversary could register their own public
key. Third, if Alice’s air-gapped device is compromised, perhaps by
a malicious attachment, Alice could be tricked into exfiltrating data
by scanning a QR code [15]. Finally, side-channel attacks could be
used to exfiltrate data from her air-gapped device [24–26].

To summarize, although the Spyware Defense feature reduces
the attack surface of users’ messaging apps, users should still defend
against other attack vectors: compromise of the internet-connected
device could reveal outgoing messages and contacts’ identities.
Ideally, high-risk users would have a dedicated device for secure
messaging, andwould avoid web browsing and other risky activities
on that device. Spyware often lacks persistence, so periodic reboots
would further limit the window to capture outgoing messages [3,
19, 30]. For the strongest protection, both Alice and Bob would use
the Spyware Defense feature.

4.3 Obstacles to Adoption
We foresee two main obstacles to adoption. First, users who want
protection against spyware must use additional hardware: a data
diode and an air-gapped device. Figure 3 shows our prototype,
which uses a data diode built from off-the-shelf network hardware
connected to an air-gapped laptop. Users may be hesitant to adopt
bulky hardware, and configuring the hardware requires technical
expertise. Ideally, this technology would be miniaturized into a
smartphone-sized portable device. Second, the messaging app must
be modified to support Spyware Defense public keys. Although
only users who want protection from spyware require additional
hardware, anyone they communicate with should use a client which
supports encrypting outgoing messages using an optional Spyware
Defense public key. Deploying this feature to all clients would
require buy-in from the messaging app developer.

Without widespread support for our Spyware Defense feature,
interested users can still run a modified client which offers a subset
of our proposed protections. Since Signal is open source, implement-
ing these protections wouldn’t require resources from the Signal
Foundation. Upon receiving an incoming message through the stan-
dard Signal Protocol, Alice’s client could immediately encrypt the
message using her Spyware Defense public key, ensuring messages
are only displayed on her air-gapped device. This approach defends
against spyware by reducing the messaging app’s attack surface.
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However, if Alice’s device were compromised through another vec-
tor, incoming messages would be readable as they arrive. Thus, the
full Spyware Defense protocol (§ 4.1) offers stronger protections.

5 Conclusion
Encrypted messaging apps defend against passive government
surveillance, but offer little protection against spyware. In fact, mes-
saging apps often serve as an attack vector for spyware [3, 16, 19, 31].
Spyware is a serious threat to journalists, politicians, and other
members of civil society. In this paper, we describe a novel ap-
proach for hardening messaging apps against spyware: splitting
functionality across two devices connected by a data diode (§ 4).
Our approach shrinks the attack surface of messaging apps, re-
ducing their potency as an attack vector. Also, even if a user’s
device is compromised through other means, our approach limits
spyware’s ability to exfiltrate messages. As shown in Figure 3, our
lab is developing a prototype of this technology using off-the-shelf
components and open source software. From a usability perspective,
it would be preferable to miniaturize the hardware, perhaps into
a smartphone-sized form factor. Long-term, messaging platforms
could implement these spyware defenses in their apps, and could
sell companion hardware to security-conscious users: a commercial-
ized, miniaturized product would bring these defenses to the most
users. If companies pursue this option, we recommend that they
maintain a physically verifiable air gap and publish open-source
hardware designs.
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(a) The internet-connected smartphone is connected to the air-gapped
laptop through a data diode. Messages received on the smartphone
can only be decrypted on the laptop. Data physically cannot leave the
laptop, since its wireless radios, speakers, and USB ports are disabled:
the laptop can only receive data through the data diode. Each device
shows Signal user interface mockups.

(b) The enclosure underneath the air-gapped laptop contains a data
diode. The data diode consists of two Ethernet fiber optic media con-
verters, one of which has its transmit port taped over. This configura-
tion physically enforces the direction of network traffic, preventing
the laptop from sending data to the smartphone.

Figure 3: A portable data diode assembled from off-the-shelf hardware.
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