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This semester I read many papers at the intersection of Human-Computer
Interaction (HCI) and Computer Security. These papers emphasized the
importance of considering users when designing secure software. Without
understanding users’ needs and the ways they think, it is quite likely that
software which is designed to be secure won’t be used securely. As a very sim-
ple example, if password strength requirements are too demanding, users will
write their passwords down, negating the security of complicated passwords.

Reading these papers has informed my thinking on HCI and Computer
Security, and given me ideas for further research. For example, several papers
emphasized the importance of users having an accurate understanding of
what their computers are doing. Consequently, I've started noticing when
my computer does things that I wouldn’t expect, and considering the security
implications. One example is that Safari starts pre-loading pages as you type
a URL, even before you press “Enter.” In a country where your browsing
history could get you in trouble (like in China), this could be a dangerous
feature that most users don’t know about.
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Works by determining the probability of a password based on
the n-grams (sequences of n characters) composing it. A po-
tential problem with this technique: people may use patterns,
like palindromes, which wouldn’t be identified by n-grams.
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limitation of the system described is that apps like Instagram



encourage sharing via re-posting screenshots, so privacy pro-
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arXiv.org, April 2013.
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the-shoulder snooping and compromised peripherals. It only
requires a digitally signed piece of software. Of course, if
the keyboard and mouse are compromised, what is the
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the computer, which verifies the digital signature of the
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Making user responsible for the security of their employers by
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on password. You need to account for the cost of rejecting the
legitimate user; if someone is trying to make a sale and can’t
access their account, they are going to borrow a coworker’s
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portant to consider users’ motivations. Users are more likely
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their password and asks to use user2’s, if user2 refuses, he
looks like a jerk. p.2: The study by Whitten & Tygar (1999)
showed how designing a user interface to a security tool (PGP)
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ineffective. — Highlighted jan 26, 2015
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It might be worth providing a password suggestion button
for the CBD website; elderly customers might benefit from it.
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However, it might be worth replicating their work, and testing
if that is actually the case. Would be worth measuring what
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Describes the importance of HCI to computer security. Many
problems come from users and programmers having inaccurate
mental models of software. It is important to consider users
(end users, programmers, etc.) using HCI principles during
the process of design. Security policies should not be designed
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parameters as simple as the number of password attempts
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and Computer Security.
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Smartphones shouldn’t ask users to grant permissions for ac-
tions that can be undone or are only annoyances. Instead, the
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of behaviors, so users have the option to uninstall the app.
Avoids habituation, where users don’t pay attention to secu-
rity messages. Also, user can rarely remember which apps they
have granted privileges to. Users will write negative reviews of
misbehaving apps, which will discourage app developers from
being irresponsible.
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A blog post summarizing an undergraduate paper by the same
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the concepts to be conveyed more succinctly and with the
same effectiveness as existing documentation for PGP.
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p.2: In this paper, we offer a specific definition of usability for
security, and identify several significant properties of security
as a problem domain for user interface design. — Highlighted
jan 26, 2015 Uses a ”cognitive walkthrough analysis” and a
"laboratory test user.” Most users couldn’t use the software,
even given 90 minutes of time to figure it out. “Definition:
Security software is usable if the people who are expected to
use it:1. are reliably made aware of the security tasks they
need to perform;2. are able to figure out how to successfully
perform those tasks;3. don’t make dangerous errors; and4. are
sufficiently comfortable with theinterface to continue using it.”
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The key aspect is learnability.
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Describes design principles that aid the development of se-
cure systems. “We believe that usability and security goals
rarely need to be at odds with each other. In fact, often it is
rather the opposite: a system that’s more secure is more pre-
dictable, more reliable, and hence more usable.” The user’s
actor-state should be up-to-date (users should have an ac-
curate understanding of the states and activities of software
actors). Users might not realizing what programs are running
in the background on their computers is an example of inaccu-
rate actor-state. Secure desktop environment for 10/10 prin-
ciples: http://www.cs.berkeley.edu/ pingster/ For 8/10 prin-
ciples: Cap Desk http://www.combex.com/tech/edesk.html
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Describes a system for visualizing network activity. Could be
useful for detecting malware activity. It’s hard to gauge how
useful this would be. It seems like attackers could just adapt
to hide from this. Then the software would just be giving a
false sense of security. There needs to be an evaluation of how
useful this is in practice (ex, false positives vs false negatives).
This might be an example of the “pseudoscience” critiqued in
“Science, Pseudoscience, and Flying Pigs” by Schell.
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